
8/6/2021

1

Safeguarding Student Data:
Data Privacy Considerations for 
In-Person and Online Learning
Christian R. Shafer
Ratwik, Roszak & Maloney, P.A.

Laws Governing Data Privacy

 The Family Educational Rights and Privacy Act 
(“FERPA”)

 The Individuals with Disabilities Education Act 
(“IDEA”)

 State Law

Education Records 

records that contain information directly 
related to a student and which are maintained 
by an educational agency or institution or by a 
party acting for the agency or institution
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Personally 
Identifiable 
Information

 direct identifier

 indirect identifiers

 other information which can 
be used to distinguish an 
individual’s identity when 
considered along side other 
information

Eligible Student
Once a student reaches 18 years of 
age or attends a postsecondary 
institution, he or she becomes an 
“eligible student,” and all rights 
formerly given to parents under 
FERPA transfer to the student

Amendment 
of Education  
Records
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Protected Education Records

Under FERPA, a school may not generally disclose 
personally identifiable information from an eligible 
student's education records  without consent

FERPA Exceptions that 
Permit Disclosure of 
Private Student Records

Exceptions

 Legitimate Educational Interest
 Lawfully Issued Subpoena
 Victim of a Violent Crime
 Transfer of Records to a New School
 Health or Safety Emergency 
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Special 
Education 
Students 
Records on 
special education 
students, including 
records on services 
provided to students 
under the IDEA, are 
education records 
under FERPA.

Law 
Enforcement 
Records 

Health Records

 Student health records maintained by the school are 
education records or treatment records of eligible 
students under FERPA.

 These records are generally not subject to HIPPA
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Directory 
Information

Best Practices for 
Safeguarding 
Student Data

Discussing Student Information
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Preventing 
Unintentional 
Disclosure

Social 
Media

Use Discretion
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Data Security & 
Electronically Stored 
Data

Security 
Risks Faced 
By Schools

 Theft
 Loss
 Neglect
 Insecure 

Practices

Safeguarding Data

 Data Governance Plan

 Policies and Procedures

 Document Destruction

 Protecting Electronic 
Data

 Encryption
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Hypothetical #1

Over the past year, a physical therapist employed by your district has been providing 
physical therapy to a special education student who was injured in a highly publicized 
automobile accident last year. Most members of your community know about the 
accident and the identity of the student who was hurt in the accident. The physical 
therapist recently started blogging about his family, his hobbies, and his day-to-day 
activities. Last week, he posted a blog about the progress an unnamed student has 
made after suffering injuries in an automobile accident. In that same post, the 
therapist discussed the therapy techniques he has been using, the student’s reaction 
to those techniques, and how those techniques have improved the student’s ability to 
walk. The physical therapist does not mention any student names in his blog post 
because he is aware that educational data are private.

Does the physical therapist’s conduct violate FERPA?

Hypothetical #2

A student who just turned 18 and who has moved out of his parents’ home is invoking 
FERPA’s amendment of education records procedure to challenge a grade he disagrees 
with. 

Can he do that?

QUESTIONS?
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